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August 29,2024

To All THERS Account Users,

Takeda Kazuya
Director of Information & Communications

Tokai National Higher Education and Research System

Notice and Apology for Having Your Personal Information Available by Signing In to
Microsoft365 and Performing Certain Actions

It has been revealed that by signing in to Microsoft365 (hereinafter referred to as "MS365")
with an THERS account and performing certain operations, the personal information in English
names and THERS account names (e-mail addresses) of students, graduates, and faculty / staff
members of Gifu University and Nagoya University, as well as employees of the Tokai National
Higher Education and Research System, can be viewed by both parties. The settings have already
been changed to prevent viewing. At this point, we are not aware of any misuse of information
that was available for inspection.

I would like to express my deepest apologies to the students, graduates, faculty, and staff of
each university, as well as the employees of the Tokai National Higher Education and Research
System, for the inconvenience and concern caused. We will regularly collect information about
changes in the configuration functions of MS365 and try to prevent such incidents from happening
in the future.

Please see below for more information. If you have any questions or concerns, or to let us know

about possible damage caused by this incident, please contact us at the e-mail address below.

1. People whose personal information may have been viewed

® Students, faculty and staff who have belonged to Gifu University since March 2023.

® Students, faculty and staff who have belonged to Nagoya University since March 2023.

®  Staff who have belonged to Tokai National Higher Education and Research System since
March 2023.

2. Period during which the information was viewed

® From mid-May 2023 to June 21, 2024 (Fri)

3. Cause of being able to view

® Configuration changes have been made in MS365.

For questions and concerns, please contact:
THERS Account Help Center
acct-help@g.thers.ac.jp




